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GoNannies.com and similar internet-based 
consumer “want ad” sites are increasingly  
being misused by scammers to gather                   
information that can help them perpetrate 
fraud schemes.  An example of this trend   
recently occurred in Illinois and involved two 
potential victims – a settlement agent and an    
unsuspecting couple seeking childcare           
services.  

In this case, a couple placed an ad for               
childcare services on GoNannies.com.   
Scammers replied to the ad, and, eventually, the couple made arrangements 
to hire the scammers to provide the childcare.  Even though the scammers 
currently lived out of state, they indicated they were relocating to the area. 

Before their move, the scammers asked the couple if they would be willing to 
pay the lease deposit for their new apartment on their behalf.  They would 
receive a check, which they were asked to deposit, and then to write a                 
certified check to the landlord.  Wanting to help their new childcare provider, 
the couple agreed.  When they received the check from the scammers, the             
couple deposited it and had their bank issue a certified check to the landlord.   

It turns out that the check the scammers sent was counterfeit check stock 
drawn on a settlement agent’s trust account.  Since the settlement agent             
utilized its bank’s positive pay services, the check did not clear and the               
settlement agent did not lose any funds.  The unsuspecting couple, however, 
had sent a certified check against funds in their personal account to the              
landlord, who turned out to be the scammer, of course.   

Having gone to the trouble of counterfeiting the settlement agent’s check 
stock, the scammers repeated this fraud numerous times, resulting in multiple 
attempts to steal the trust account funds.  Fortunately, positive pay prevented 
the theft of funds, but the settlement agent still had to go through the effort to 
open a new bank account, close the old one, and order new checks.    

This particular settlement agent probably could not have prevented this             
situation; however, there are steps we can all take to avoid being an easy  
target for this kind of scheme.  First, use positive pay services on all of your 
bank accounts.  Second, minimize the number of people who have your bank 
account number by taking steps such as using non-window envelopes to mail 
checks.  Finally, you should review your Rynoh reports every single day,           
especially if you don’t utilize positive pay in order to identify any fraudulent 
transactions before they become unrecoverable.  

For more information, please contact us at itracs@invtitle.com  
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Contact Us: 

800.326.4842 

itracs@invtitle.com  

Request Assistance 

Schedule Training 

Changes? 

Let us know if anything changes with your 
bank account or server setup so that your 
iTracs service continues uninterrupted.  
Some changes require re-installing or 
changing settings in the Rynoh software. 
Call us in the event of any of the following: 

 New bank or bank account 
 Upgrade in your settlement software 
 Change of settlement software                 

platforms 
 Server upgrade or outage 

Simplify the process of paying 

your monthly iTracs invoice by 

registering for credit card       

payments. For more information, click here.  

Tips & Tricks | GoNannies.com Check Fraud Scheme 
 

myitracs.com 

“iTracs is probably the best 

thing that has come to us in 

the last couple of years.” 

Jean M. Sugg 
Legal Administrator 

White & Allen, P.A. | Kinston, NC 

mailto:itracs@invtitle.com
https://www.myitracs.com/contact-form
https://www.myitracs.com/training
https://www.myitracs.com/itracs-credit-card-authorization
https://www.myitracs.com/
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Key dates for the July reconciliation process are as follows: 

 Monday, July 31: Statement cut-off. 

 Tuesday, August 1: Download your bank statement from your bank and 
upload it to Rynoh. Confirm your bank balance using the Reconciliation 
Wizard. 

 Saturday, August 5: Preview reconciliation delivered. 

 Saturday, August 5, through Wednesday, August 9: Work to clear exceptions on preview reconciliation. 

 Thursday, August 10: Final reconciliation package delivered. 

Be sure to resolve any exceptions shown on the preview reconciliation prior to August 10 so your final                         

reconciliation is accurate and complete. 

Also, ALTA Best Practices and some state bars, including North Carolina, require a member of firm                        

management or the attorney responsible for the trust account to personally review the account reconciliation. In 

addition to it being a requirement, a personal review is one of the best ways to reduce the opportunity for              

undetected fraud on your account.   

Use the iTracs checklist to facilitate the review of your account. After you have completed your review, sign the 

checklist in the space provided and file it with your reconciliation. Regular adherence to this practice will ensure 

preparedness in the event your account is selected for audit and will provide an additional opportunity to identify 

any potential issues with your account on a timely basis.  

 
Monthly Process 

 You can now choose to customize your Positive Pay Report. 
Options include receiving it daily or only when exceptions are 
found. To customize, go to the RynohReport tab and select 
Daily Report Notifications under Report Setup. Select Add and 
check the Positive Pay Report box. Then, select whether you 
want to receive the report daily or only when there are                     
exceptions. Select Add to save.  

 
 To learn more about encryption and safeguarding your data, 

please read ALTA’s 2nd Quarter Advisory Bulletin. 
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 Take advantage of savings 

on products and services 

ranging from email               

encryption to office supplies:         

invtitle.com/vip 

Take advantage of your exclusive Dell discount.              

Save up to 15% on AlienwareTM picks with            

a $150 coupon. Plus, get additional                                   

savings on AlienwareTM monitors                                           

and accessories. 

                                                                 

    Learn More 

Our services don’t stop with the software. 

We offer audit preparation services,     

account clean-up services, and more!  

We understand our customers have       

different needs. iTracs offers three               

distinct  service levels: 

• Basic   • Enhanced    • Premium  

Learn more here. 

https://www.myitracs.com/
https://www.myitracs.com/sites/default/files/static/monthlyreconchecklist.pdf?20161003
https://www.alta.org/media/pdf/infosec/2017-Q2-infosec-bulletin.pdf
https://www.invtitle.com/vip
https://www.invtitle.com/docs/alienwareflier.pdf
https://www.myitracs.com/sites/default/files/static/serviceoptions.pdf

